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General Introduction

1. Overall context

The examinations are one of the important tools to be relied upon in measuring
and evaluating students' abilities, and knowing the extent of their achievement
level. It also helps in knowing the extent of how the required educational outcomes
are achieved, and the educational activities that the professor performs, and helps
raise the achievement levels of students.

These exams are held at all educational levels, primary, middle and high schools
and finally universities. If we take the university exams as an example, there can
be divided into three or more written examination types: Weekly Tests,
Continuous Assessments and the Final Exams that takes place at the end of each
semester, and every semester the universities go through a series of procedures for
the preparations of the exams to be highly efficient in the process of measurement
and evaluation.

In the last three years, universities have begun to face difficulties in the
organization and the preparation of the exams, as well as in the possibility of
conducting them. These difficulties are caused by the appearance of the “COVID-
19” virus, which has changed the life mode and affected the study routine. As the
World Health Organization indicated, as a result of the Corona pandemic, the
necessity of avoiding closed or crowded spaces that involve close contact, this is
what applies to the educational institutions, which necessitated their closure.

In conjunction with technology and development in the field of informatics in
which we live now, it became easy to find solutions to achieve a balance between
following what was issued by the health organization to maintain the safety of
citizens on the one hand and the success of the education process, specifically
maintaining the credibility of conducting exams on the other hand, this is what we
will reach in this study.

2. Problem

The closure of educational institutions in general and universities in particular led
to a disturbance in the educational system, as it led delaying the onset of the next
academic year due to the cancellation and postponement of the exams indefinitely.
This prompted the relevant authorities to reconsider the method of education and
resort to the use of technological solutions for integration and to cope with these
crises that may be faced in the future, as well as in order to facilitate examination
preparations.

In addition, the organization and the conduct of exams in the traditional system
requires a series of steps to follow and more time to spend as well as great efforts
for both students and universities.

It is very difficult for students to come to the test center due to the distance from
their home and therefore they will waste a lot of time to reach the center. In
addition, they have to wait more than 15 days for the score of the exam they took,
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they also need to go back to the university again in case of they want to view their
exams (comparing their answers to the professor's answers).

On the other side the universities staff both the professors and the administration
members have a bigger part in the preparation of the large number of paper sheets
for the questions and the answers of the exams as well as the monitoring the
students during the exams by the professors which is time and resources
consuming thing to do, on top of all of that the human error that can occur while
correcting and the calculation of the grades.

Our project consists on the realization of an application that contributes to the
success of the examination process in light of crises and facilitates the long and
exhausting procedures in the preparation of the exams and their conduction.

. Objective

The aim of this study is to design and implement a web application that will allow
universities to manage and conduct the entire examination procedures online, as
it will be cost-effective, time and effort efficient.

This system helps students to take their exams anywhere without seeking to reach
the examination center and there will be no obligation for the attendance of the
professors during the exam, which reduces the risk of virus infection in case a
pandemic like COVID.

Our solution generates results for students to review after completing the exam
without having to go back to the university, and also saves professors valuable
time from checking students’ answer paper sheets, thus reducing error incidents.

Finally, this web application will record videos of students while taking their
exams, so that the professors can consult them later if any suspicion of cheating
were to be discovered.

. Thesis organization

We will detail the project in this thesis through three chapters:

1. Chapter 01: in this chapter we will introduce the examination types and
highlight the points of differences between them, then we go over the process
of taking examinations online and how cheating can be done, and finally we
will present a comparative study of some existing systems with our solution.

2. Chapter 03: this is dedicated to the design and the conception of our system,
the process of the implementation and requirements specification, as well as
the modeling using Unified Modeling Language.

3. Chapter 04: this chapter represents the architecture of the system to be
developed and the various tools used for the realization, as well as the
deployment of the project. Finally, an overview of the interfaces performed.

and we will conclude this thesis with a general conclusion that summarizes our
work with future perspectives.
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1. Introduction

Examination plays an important role in students' academic career, where the
ability to pass it is a great asset to them, and the examination are used for the final
assessment of a student's performance in the course training, where they are
conducted during the official exams period.

2. Traditional examination definition

The traditional examination is a method followed since the beginning of the
educational system in the world, as it is based on paper and pen that are held at
the exam halls under the supervision of the examiner, the student needs to come
to the exam center with his student identification before they allow him to take his
exams.

This manual examination system typically begins with preparing the preparation
of question paper by the lecturers, creating the marking scheme, conducting the
examination for the students and finally the examiner collects the answer sheets
at the end of the exam to be marked with hand by the lecturer.

3. Online examination definition

The online exam is the latest technique of taking the exams that has emerged in
recent years to enhance the variability in the education system and reduce the
chance of losing the integrity of the exam pattern, as it allows students to take
their exams from a distance. This new system can be considered as an e-
assessment where is conducted through the internet or in the intranet, which will
be remotely and from anywhere.

The online examination system, with its stand, constitutes the main lifeline of the
examination process in many educational nowadays. In addition, it is also one of
the easiest ways to prepare for exams as it does not contain many steps that
consume time and resources and drain huge energy.

4. Steps of online exams conduction

Online Examination is a web-based platform. It allows students to conduct online
exams and get their evaluation, and this is done through the following steps:

Generate the exam

This is the first step in which the exams are created and added through an online
platform, by adding a set of questions with its answers, as well as scheduling the
date of the exam and the start time and its duration.

Invite students to exam

The administrators can use the online exam system to create students accounts
with their information and after the exam creation, the invitations are sent
automatically to the students.
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Authorize and proctor exam

The authentication in the system plays the first step to access to the students’
account. Also, the whole exam is recorded for professors to check later if
necessary.

Real-time Results

The online examination system can provide real-time results and answers, in a
way the moment the student submits its answers the system can auto correct his
answers.

. Traditional VS Online examination

Many universities around the world have started to abandon the old method and
adopt the new method for conducting exams, this is due to the fact that traditional
methods are time consuming and involve manual invigilation and grading.
However, the exams can be simply generated on a digital platform, allowing
students to take them from anywhere in the world. Additionally, online monitoring
and automatic grading reduce costs and time, if we take as an example, Monash
University in Australia will save nearly AU$7 million annually by moving 80%
of its MCQ exams online [1].

'\ OLD WAY NEW WAY

Traditional Examination Online Examination

I

Lreate questio reachn cente Lo gureo e
=

paper @ hxea aate/ume exam

Fnysica ake

nvigilation

o
I
0 =
Ire
Ire

Weeks to Limited # of Physical Few hours Unlimited # Digital
months students Records to days ofstudents Records

Figurel: Difference between Traditional and Online Examination. [2]
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6. Methods of cheating in online exams

Cheating is the easiest way for students to get better marks on tests unethically.
The cheating could be in traditional exams or on online exams, therefore the
colleges devotes a lot of resources to combat cheating. In this section we will
mention few possible ways that could the student use to cheat in the online
examination.

Identity theft

In some exams, students may be able to find other people to take the tests on their
behalf, as they forge the students’ identity in order to enter, and this is called
identity theft.

External help

Many students’ own smartphones, smartwatches, laptops and tablets, therefore
they can use them behind the webcam to get the correct answers and solutions
of the questions and also, they can get help from their friends or from their family
because the exam is considered as remote.

Easy navigation

Since the platform that students use required the internet as a primary factor, the
student take advantage of that on their devices to search for answers by using the
browser and navigating between tabs, as well as communicating with colleagues
through social networking sites or applications, in addition to their abilities to
share the screen and publish answers with others.

7. Existing Systems

The study of the existing systems is a critical step. It is characterized by the search
for applications that are comparable to our project, with the goal of processing and
upgrading the existing features and looking for ones that are not currently
incorporated. In this section we will introduce two similar platforms to our
system:

Mercer | Mettl

Mercer Mettl is an online assessment technology solutions provider, established
in 2010 in India [3], where it is used for creating and administrating exams and
evaluating the candidates.
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m My Tests My Questions Test Library Live Feed B8 More Apps v

TESTNAME~ | Test name

OPTIONS ™ §55 =

BALANE o
INR 52,620 ae A

[E] CREATE NEW TEST

English Reading Mettl Assessment for AWS DevOps Mettl High Potential
Comprehension Test Safety Conscious Engineer Assessment

4 Sections 1L 3 Sections L No Sections ox g 5 Sections 2= 3
24 Questions © 112 Questions © 25 Questions © 130 Questions ©
45 min & 40 min & 35 min 85 min é
Mettl Assessment for Assessment for Mettl Cognitive Abilities : Mettl Personality Map
Integrity Testing Customer Care Assessment

No Sections 128 5 Sections 13 4 Sections 1% No Sections 1= 2
86 Questions © 112 Questions ® 25 Questions © 175 Questions ©
25min é 40 min e 35 min 85 min &

Eklavvya

Figure 2: Mercer and Mettl test list. [4]

Eklavvya is a cloud-based online test management system designed for schools,
training institutions, and individual educators. The program may be used for test-
related tasks such as creating exam forms with questions [5].

QAII ° Completed

° et To Start

o Resume

o Expred

NewTestExam General Aptitude Exam Mew Objective Exam

Start: Feb 15 2019 10:00AM
Expire : Feb 28 2013 10:00AM
No Of Question : 25

Exam Duration : 30 Minutes

Start : Feb 16 2019 10:00AM
Expire : Mar 7 2013 6:00PM
Time Zone : India Standard Time
No Of Question : 15

Exam Duration : 30 Minutes
Time Remaining : 30m : 05

=

Start : Feb 15 2019 3:00AM
Expire : Feb 2B 2013 7:004M
Time Zone : India Standard Time
No Of Question : 30

Exam Duration : 30 Minutes

Time Remaining : 30 m: 05

Figure 3: Eklavvya Exam list. [6]

8. UnivExam VS Existing systems

In the table 1, we will represent the different and common points between the two
existing systems introduced above and our solution UnivExam:
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UnivExam Eklavvya Mercer | Mettl
Login the exam-takers e Email and None None
into the system password.
e« OR Code.

Exam Proctoring Video, audio Video, audio, |Video, audio, image,

image, Al Al, Human
Exam Evaluation Auto Manually Auto / Manually
Scheduled the Exam Exist Exist Exist
Send Invitation to In the application None Via email
exam-takers
Exam-Takers review Exist None None
their answers and
results
Check the Scheduled Exist None None
Exams List by Exam-
takers
Languages English 7+ 20+ Languages

Languages

Table 1: UnivExam VS existing systems.

Table 1 shows a comparison of the existing functionality between our system, and
the other online examination management systems Eklavvya and Mercer | Mettl.
As we can see the Eklavvya and Mercer | Mettl systems does not offer an account
for the student so there’s no login, but UnivExam system offer for the student the
possibility to login with two different ways as well as the possibilities to check the
scheduled exams list and review their answer and results after taking the exam
directly.

In addition, the three systems have the possibility of scheduling the exams and
inviting the exam-takers but in different way except the system Eklavvya does not
support this functionality. We also notice that all of these applications have the
option of exam proctoring where it allows the system to detect the cheating cases,
but each system has more methods than the other, where we can see that the system
Eklavvya and Mercer | Mettl has 2-3 techniques more than the UnivExam system.

Also, we observe that Mercer | Mettl system offers two different methods of exams
evaluation, where UnivExam has only auto evaluation and Eklavvya has only
manually evaluation. Finally, both of Eklavvya and Mercer | Mettl supports more
than 7 languages and for UnivExam supports only one language.

15



9. Conclusion

In this chapter, we have introduced two ways in which students can take their
exams and the stages used in order to prepare for the exam in each of them, we
also compared them in terms of consumption of time, resources, cost and effort,
as well as we discussed how the student can get high grades using cheating in the
online examination. Finally, we studied existing systems that are similar to our
system and highlighted the common and different points between them.
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1. Introduction

In order to have a good project management and to better structure our work, we
made a design based on diagrams for better understanding our system, as well as
to facilitate the development and have an efficient work.

2. Development Process

The software development process includes all phases required to bring a product
from concept to production.

2.1.Waterfall Model

The traditional waterfall model splits the life cycle into a series of phases, each
one can start after the previous phase is completed and the output of one stage is
considered as an input of the next stage as shown in figure 4. Therefore, the
development process can be viewed as a sequential flow in waterfall [7].

Requirements
specification

Y
e

Figure 4: Waterfall cycle.

AN

2.2.Project management

Trello is a project management tool that divides your projects into lists. Trello
tells you what's being worked on, who's working on what, and where something
is in the process all at one glance [8], as well as it indicates the importance of each
task so you know where to begin and that is possible by using the labels.

In our project, we used 4 lists (figure 5) and each of them is represented by:

Backlog list: which has all the cards that exist in the project, in another way, it
has all the tasks that we need to implement.
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To Do list: the tasks will be moved for the first time to this list, and they are cards
that we are going to do.

In Progress list: it has the tasks that we are working on now.
Done list: which contains the tasks that we finished them.

In addition to the lists, we used 3 colors (figure 5) for indicating the importance
of the tasks which are:

Red color: the tasks that has a red label means this is the most important task to
do and we should to start with.

Orange color: which is the second level of the importance and we should work
on them after finishing the tasks with high importance.

Yellow color: is the less level of the importance, and the tasks are the last one to
do them.

# @ Trello Workspaces v Recent v  Starred v Templates v Create Q searct

N
ible Q </ Power-Ups # Aut

200NN,

~  InProgress Done

Fine Tuning Component Creation

Teacher CRUD

. & 9n4 & 16/18 ey
g Work environment preparation
¥° Page not found implementation s — Modules Creation "API" © Apra-aprt [ & 99|
h input Type CRUD
& 14/20 S
88# Notification Creation Read Delete 4+ Addacard 8 Database configuration with the Api
T Exam Type CRUD © Apr12- Apri4
Level CRUD % ®© Jun1-Jun2

Entities
© Apr15 - Apr 18 [=R¥hE

E=——a
Student CRUD

f——ac)
Scheduled exam implementation

f oo
Routing configuration

E——wag
Taken exam implementation

‘

88+ Add acard

—
Module Create Read Delete

¢ oo
Exam CRUD
® Jun1-Jun10

—1
Speciality Create Read Delete

‘ + Add a card

.' ¥ QR Code Login

+ Add a card

SRS

I

Figure 5: Trello Board
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& Work environment preparation
in list Done

Labels Dates

. + Apr 8 - Apr 1 at 7:04 PM I ~

Description

Add a more detailed description...

4 ToDo Hide checked items  Delete

100%

i

§

& -

I
€]

Add to card

& Members
@ Labels

& Checklist
@ Dates

& Attachment

= Cover

D Start free trial

Power-Ups

+ Add Power-Ups

Automation @

+ Add button

Actions

= Move

Figure 6: Work environment preparation task

The To Do list in figure 5 contains a card called “Fine Tuning” (figure 7) that does
not belong to the project tasks. This card contains a small and simple tasks that
need to be added or to be fixed, and we discover them during the implementation
of the project tasks.

=]

Fine Tuning
in list To Do

Description

Add a maore detailed description...

To Do Hide checked items Delete

v +h
it f

firct latt
thef tat

1
ale trstlatter
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Figure 7: Fine tuning card
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3. Requirements specification

The objective of requirements specification is to clearly describe the creation of
the application by specifying its functional and non-functional requirements. This
specification defines the processes and functions that the system will perform.

3.1.Functional requirements

Functional requirements describe the services and functions that a software system
must offer, they product features that focus on user needs [9]. The actors for the
proposed platform have been identified and described as follows:

3.1.1. Student

e The student has the possibility to take the exams.

e The student has the possibility to consult the result of the exams that he tokes.

e The student can consult the notification of the publication of the exams.

e The student can search about the exams.

e The student has two possibilities to login, the first by email and password and
the second by scanning the QR code that the he can get it from his profile.

3.1.2. Professor

e The professor has the possibility to manage the exams.

e The professor can check the students' answers.

e The professor can consult the students.

e The professor can login only with email and password.

3.1.3. Administrator

e The admin has the possibility to manage the users.

e The admin has the possibility to manage the exam’ types and the input’s
types.

e The admin can manage the modules, levels and specialties.

e The Administrator can login only with email and password.

In addition, the system will respond to these requirements:

e The system needs to generate the QR code for the student.

e The system needs to record the student during the exams.

e The system needs to generate the result of the student answers automatically.

e The system needs to stop the access to take the exam when the date and the
time expired.

e The system needs to stop the student from starting the exam if he turned off
the webcam or the microphone.

e The system offers two answers’ types, checkbox and select.

e The system should send notification to students, that tells that the exam is
published.

3.2.Non-functional requirements

Non-functional requirements support the functional requirements and determine
how the software must perform [10], also they act indirectly on the result and on
the performance of the user.
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Usability

e The system must have an efficient, intuitive and easy-to-use interface with
clear and simple design for both beginners and users with experience of similar
systems.

Portability

e The system must to work on any operating system.

e The system is designed to be independent by running on different RDBMS:
PostgreSQL, MySQL.

Performance

e The performance of the system should be very fast when the students are using
it. Furthermore, the system should never run too slowly under any
circumstance.

Accessibility

e The application should be accessible by several students at any given time,
with no downtime on the system.

e The system should be available 24/7, so that students and professors may
utilize it whenever it is convenient for them.

Maintainability
e The system must be adaptable in terms of adding new features and detecting
and correcting problems as soon as they occur.

Security

e The system must be secure to preserve data and assure the confidentiality of
transactions.

e The system must have secure and flexible management to handle the hashing
and storage of user passwords.

e Disconnection after a certain period of inactivity (24h).

e The system must manage all user roles: Administrator, Student, Professor.

. Architectural Patterns

When designing a system with a user interface, it is important to structure the code
in a way that allows easy extension and maintenance [11], that’s why we used the
MVC models.

4.1. MVVC pattern

The View Controller Model indicates that the application will be separated into at
least three elements that interact with each other in a homogeneous way. The three
parts are as follow:

Model: it represents the business end of the application, it manages access and

modification of data.
View: it used to present the model content as a user interface.
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Controller: it handles the incoming requests, process actions on data given by

Models, and choose Views to display to the user [12].
The figure 8 represent the 3 elements of MVC pattern in Angular framework,

where the model is a type that can store a value.

VIEW MODEL
L . PR ﬂ
_

2-Way
Data Binding

CONTROLLER
20 ae?
T o i
HEERS SERVERS
Figure 8: MV C pattern in angular [13]
Figure 9 summarizes our web application as an MV C pattern:
neden

CONTROLLER
— MODEL

JAVA SCRIPT

PostgreSQL

Figure 9: MVC pattern elements
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5. Design Patterns

Design pattern is a generic repeatable solution to a typically occurring problem in
software design.

5.1.0bserver pattern

The observer pattern is a type of behavioral design pattern, it keeps the coherence
between classes cooperating with each other while maintaining their
independence. It used in one-to-many relationship, when changing the state of an
object the objects that are dependent on it update automatically [14]. With the
MVC pattern, the views are considered as observers of the model.

5.2.Strategy pattern

Strategy is a behavioral design pattern that allows you to construct a family of
algorithms, classify them, and make their objects interchangeable [15]. In MVVC
architecture the controllers are considered as listeners of the events generated on
the views by users (click, change events).

6. Conception and modeling

We used UML modeling language to model our system, it helps in presenting our
system objectives in a clear and simplified way. This modeling language contains
a set of diagrams to represent the goals, where we used: use case diagram,
sequence diagram, class diagram.

6.1.Use cases diagrams

The use case diagram describes the users of a system, and what they are supposed
to do. Each action that actors do is represented by a use case.

The following diagrams show the use cases of the different actors of the
UnivExam system:

6.1.1. Student use case diagram

The student is the important user, figure 10 represents the student use case
diagram:
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Online Examination Management System
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exams
Student
Advanced
Search ‘

Consult Notification

Figure 10: Student Use Case Diagram

The table 2 describes each use case of student and its importance as an
implementation task:

Use Cases Description Importance

Take the exam The student can take High
different types of
exams: Tests,
Continuous Assessment
and final exam. The
student can choose only
one or multiple answers
for each question.




Consult taken exams

The student can check
his answers of the exam
and compare them with

the answers that the
professor provided, as
well as he can check the
correct and wrong
answer of each question
with grade.

High

Consult scheduled
exams

The student have the

possibility to check the

exams that he needs to
take.

High

Search

The student can search
about the scheduled and
taken exams of his
specialty and his level
by the exam name or
exam type.

Low

Consult Notification

The student will receive
notification when the
professor publishes the
exams.

High

Consult Profile

The student can check
his information, also he
can find and the QR
code that helps him to
login the system.

Medium

Download

The student can
download his the QR
code.

Low

Table 2: Descriptions of Student Use Cases
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6.1.2. Professor use case diagram

The figure 11 represents the professor use case diagram:
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(SR Delete )
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Figure 11: Professor Use Case Diagram

The table 3 describes each use case of professor and its importance as an
implementation task:

Use Cases Description Importance
Manage the exam The professor can High
create, update, delete

and consult the

exams, where each
exam has multiple
questions with
multiple answers and
belongs to a specific
specialty, level and
module.
Consult students The professor can Medium
check the list of
students that will take

the exam.
Consult student  |The professor has the Medium
answers possibility to consult

the students answers
with their grade as
well as the recorded
video of each
student.
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Publish The professor can High
publish the exam
after its creation.

Change grade  |The professor has the Medium
possibility to change
the student’s grade if
he discovers
unacceptable
behavior from the
student after
watching the video.

Table 3: Descriptions of Professor Use Cases

6.1.3. Admin use case diagram

The figure 12 represents the administrator use case diagram:

Online Examination Management System
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.
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Figure 12: Administrator Use Case Diagram

The table 4 describes each use case of administrator and its importance as an
implementation task:
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Use Cases Description Importance
Manage users The admin can High
create, update, delete
and consult the users

which are the
students, professors
and admins.

Manage Modules | The admin has the High
possibility to create,
delete and consult the
modules where each
exam belongs to
module.
Manage Levels The admin can High
manage the levels by
adding, updating,
deleting and
consulting them
where each level has
many modules.
Manage Specialties | The admin has the High
possibility to create,
delete and consult the
specialties where
each specialty has
many levels.
Manage Exam Types| The admin can High
create, update, delete
and consult the exam

type.

Manage Input Types | The admin has the High
possibility to create,
update, delete and
consult the input

type.

Table 4: Descriptions of Administrator Use Cases

NOTE
The actors of the project must be authenticated to be able to use the application.

6.2.Sequences diagrams

The use cases give us with an almost real view of the system. This richness
provides us with a global perspective of the application, but in order to observe
the interactions between the actors and the system, we need another model that
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defines the operation sequencing, this model is the sequences diagram. We will
present in this section some diagrams of our application:

6.2.1. Authentication sequence diagram

The figure 13, we represent the steps to login using the email and the password,
where the student will fill in the credentials needed which is email and password
after the login form appear and after the submission the system will check if
exist a user with same email first and then check the password second. The
system will inform the student in case of the email or password are incorrect.

System
Stugent
| |
| |
| |
| |
| |
| |
| |
| |
R ask for login form :
‘- e — ]
return login form |
|
insert email and password —
7)
|
|
|
: check if user exist and the
| password is the same
|
|
|
| —
| |
| |
Loop | |
| |
[email or password incorrect] !
| L

email or password is inccorect

insert email and password

Y

check if user exist and the
password is the same

(-

—

Figure 13: Authentication sequence diagram
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6.2.2. Student authentication sequence diagram

The figure 14 represent the two login possibilities for the student, where he can
login with the email and password as described in figure 13 or with the code QR
that he got from this application after the login to his account with the first method
of login. For the second possibility of login, the system will check the webcam
permission and shows the student an alert in case it couldn’t access to the webcam,
then the student will present his QR code in front of the camera and the system
will check the code and shows him an error in case of the code is invalid, else the
student will be connected and the redirected to the scheduled exams.

System
Student
1
‘ 1
I 1
I 1
I 1
Ej chose the way of login !
alt I i
I 1
. 1 1
[login Form] | |
I 1
I |
ref
Authentication
i i
- - — _— 4 - - _ - - —
1
[QR code form] I
| o
-
return webcam page
check the camera permission
1
T
Loop —
- -
[false] alert to active the webcam
active or desactive action
check the webcam permission
1
T
—
>
represent the QR code
in front of the webcam read QR code
check if the result of QR code
is correct
T
Loop I
1
[false] i
A
[ the QR code unknown |
represent the QR code
in front of the webcam
read QR code
check if the result of QR code
is correct
1
1
1
i T
] t
1
\ 1
! !

ref
Scheduled Exams ‘

Figure 14: Student authentication sequence'diagram
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6.2.3. Consult taken exam sequence diagram

The figure 15 describe the steps to consult a taken exam, where the student needs
to be authenticated to be able to access the taken exams list, then he needs to select
a specific exam to consult, and the system will show him the details of the exam
he took with his answers as well as the exam correction.

System
Student

| I
| |
| I

I
! !

ref
Student Authentication
| |
| |
| |
select taken exams
1 - ’;\
e — — — ]
return the taken exams
select an exam
e — — — ]
return details of the exam
LS —

Figure 15: Consult taken exam sequence diagram

6.2.4. Take exam sequence diagram

The figure 16 represent the interactions between the actor student and the system
and the database, where the student is required to be authenticated to start taking
the exam. The student first needs to select the exam to take form scheduled exams
list, then the system will return some information that the student needs to know
before taking the exam as well as the preparation of the webcam, where the system
will check the permission and shows an alert in case it couldn’t access to the
webcam. After these steps, the student can start taking the exam and the system
will start recording the student, also the countdown will start. Finally, when the
exam time expires or the student finishes, his answers will be submitted and saved
in the database, and he will be redirected to the taken exams list as shown in figure
15.
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1 1
ref
Student Authentication
. |
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|
select Scheduled Exams |
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- e
|
go to take the exam ,_L,
¢ ————— e
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\J
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S
I
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-
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L
|
|
start the webcam
start the exam
_____________ return exam's question |
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[time is over] T T timeisover T
submit
answers are saved
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e __J
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| |
I |
L L
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Figure 16: Take exam sequence diagram 33



6.2.5. Add exam sequence diagram

The figure 17 describe how can the professor create an exam in our application.
The first step in this the authentication, the professor needs to be authenticated to
be able to add an exam, then the professor will fill in the exam information such
as the name, type, date, specialty, questions and its answers, etc, after getting the
exam form. Also he can check the students list that they will take the exam, and

as the last step, the professor will submit the data to be saved in database.

Professor
1

ref

Authentification

Ask for exam form

A\ {

return exam form

fill out the information

chose the speciality and
level for the exam

return the possibility to check
the students list that will
take this exam

alt

[Check the list]

check the student list

ref

Student List

Submi